= KERN LIEBERS

SMART SPRINGS & SMART PARTS
TOTP Access external Users

Requirements

To work on KL resources via Pulse Secure you need a KL user and appropriate rights..
In addition, the user needs a TOTP app on a smartphone such as Google
Authenticator:

IOS: https://apps.apple.com/de/app/google-authenticator/id388497605

Android:
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator
2&hl=de

If more then one person is using that access you need more users(you can request
that over your contact person) or you have to setup a multi user TOTP management.
One example for that would be Keepass with KeeTrayTOTP plugin(GitHub -
KeeTrayTOTP/KeeTrayTOTP: Tray TOTP Plugin for KeePass2.)

For access, an Internet connection and a HTML5-capable browser (Chrome, Firefox,
Edge, IE11 ...) is required. You also need to know the computer name of your device
(PC, notebook, workstation).

Installation and use

To set up access, the URL https://external.kern-liebers.de/ must be called up. Here
you log in with the Windows login data. After that the setup of TOTP is done.

Do you need help?
Contact our service desk at +49 (0) 7422 511 600 or by e-mail (sd@kern-liebers.de).
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Pulse Secure

Welcome to
Pulse Connect Secure

Add userl user account to your two factor authentication app
You will need to Install a two factor authentication application on your smartphone or tablet.
1.Configure the App:
Open your two factor authentication app and add userl user account by scanning the below QR code,

If you cant use QR code, then enter this taxt

2.Store Backup Codes:

Backup codes can be used to access your account in the event you loose access to your device and cannot receive two-factor authentication
codes. Following backup codes are only for one time use, we recommend you to save them securely.

Copy to Clipboard
3.Enter token code that the application generates:

Sign In

Here the barcode must be scanned with the installed app. Afterwards you can login
with the generated password. If TOTP is set up, the password query looks like this.

Welcome to
Kern-Liebers Intranet Portal

Zwei-Faktoren-Authentifizierung

Offnen Sie die Zwei-Faktoren-Authentifizierungs-App auf Threm Gerat, um Ihren Authentifizierungs-Code anzuzeigen und Ihre Identitdt zu Gberpriifen.

Wenn Sie derzeit keinen Zugriff auf Ihr Gerat haben, verwenden Sie einen der vorher gespeicherten Backup-Codes.

Authentifizierungscode: l:l

After TOTP is configured you should be able to access your ressources.

Do you need help?
Contact our service desk at +49 (0) 7422 511 600 or by e-mail (sd@kern-liebers.de).
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